OHEHOYHbLBIE MATEPHAJIbI
JAEMOHCTPAIHUOHHOI'O DK3AMEHA
BA30BOI'O YPOBHA

Tom 1

(KOMILJIEKT OLIEHOYHOM TOKYMEHTAIUHN )

Koa n HaumenoBaHue npodgeccuu
(cmeunajJbHOCTH) CPeHEro

npogdeccuoHaJIBLHOr0 00pa3oBaHuA

09.02.06 CereBOE U CHCTEMHOE

AAMUHUCTPUPOBAHHC

HaumenoBanue KBaaupukauuu

CeTeBOM U CUCTEMHBIN aIMUHUCTPATOP

denepalibHBIN rocyaapctBeHHbii | ®I'OC  CIIO 1o cneuualibHOCTH
oOpazoBarenbHblil cTangapT cpemasero | 09.02.06 CereBoe U CHCTEMHOE
npodeccuoHansHOTO 00pa3oBaHUsl TO | AAMUHUCTPUPOBAHUE, YTBEPKICHHBIN
npodeccuu (CeuaIbHOCTH) CPEIHETO | IPUKA30M MunucrtepcTBa
poeccCuoHaTBEHOTO oOpa3oBaHus | oOpazoBanuss u Hayku PO ot
(P1T0C CIIO): 09.12.2016 Ne 1548

Kon KOMILJIEKTA orienouyno# | KOJI 09.02.06-2023

AJOKYMCHTAallUHU




CTPYKTYPA KOMILJIEKTA OLIEHOYHOWM JJOKYMEHTALIUU

1. Kommiekc TtpebOoBaHWI JUIsi TPOBEACHHS JEMOHCTPAIIMOHHOTO
HK3aMEHa.
2. IlepeueHp 00OpyMOBaHWS W OCHAIICHHS, PACXOJHBIX MAaTECPHAJIOB,
CpeACTB 00YYEHUS U BOCITUTAHUSI.
[Tman 3acTpOWKH MIIOMIAAKH IEMOHCTPAIMOHHOTO dK3aMEHa.
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4. TpeOGoBaHus K COCTABY IKCIEPTHBIX TPYIII.
5.  HHCcTpyKUMHU 10 TEXHHUKE O€30MacHOCTH.

6

OG6paszer 3a1anusl.

CIIMCOK VICHOJIb3YEMBIX COKPAIIIEHUI

Coxpamenue Pacungposka
oM O1ieHOYHBIN MaTepuanl
KO/ KoMmiekT oneHOYHOM TOKyMEHTaluu
HITa2 LlenTp nmpoBeneHrst AEMOHCTPALIMOHHOTO YK3aMEHA
CIIO Cpennee npodeccuoHaIbHOE 00pa30BaHKE

®I'OC CIIO | ®enepanbHbIi TOCYIaPCTBEHHBIN 00pa30BaTENbHBINA CTAHAAPT

cpeaHero npogecCHOHAIBHOTO 00pa30BaHUs

OK OO0mast KOMIIETEHIIHS

[IK [IpodeccronanbHas KOMIETEHIIHS

I'A ['ocynapcTBeHHas UTOrOBas arrecTanus




1. KOMILUIEKT OLIEHOYHO#M JOKYMEHTALIUU

Hacrosammit KO/l mnpenHazHadyeH i OpraHW3aldd W IPOBEACHUS
aTTecTallMy OO0Yy4YaroIMXCsl 10 IporpaMmaM CpeaHero MnpodecCHOHAIBLHOTO

oOpazoBaHus B (opMe AEMOHCTPAITMOHHOTO YK3aMeHa 0a30BOTO YPOBHS.

1.1. Kommuiekc Tpe0oBaHMid 1/ IPOBeIeHHUS JEMOHCTPALMOHHOI 0

IK3aMcHa

OpraHu3anuoOHHbIe TPeOoBanus':

1. JIeMOHCTpallMOHHBIM 3K3aMEH MPOBOAUTCS C ucrnoiab3oBaHuem KO/,
BKJIFOYEHHBIX 00pa30BaTelIbHBIMU OpraHu3anusmMu B porpammy ['MA.

2. 3agaHusl JIEMOHCTPAIlMOHHOTO 3K3aMeHa JOBOJATCS /10 TJIaBHOTO
JKCHEPTa B I€Hb, IPEALIECTBYIOUN JHIO HaYaia IeMOHCTPALMOHHOTO K3aMEHa.

3. OOpazoBaTenbHasi ~ opraHu3alus  OOECleYUBaE€T  HEOOXOAMMBIE
TEXHUYECKHE  YCJIOBHS  nansi  oOecriedeHWs  3aJaHUSIMU  BO  BpeMs
JIEMOHCTPAIMOHHOI'0 3K3aM€Ha BBIMYCKHUKOB, ujieHOB ['OK, wieHOB 3KcnepTHOM
TPYIIIIBIL.

4. JleMOHCTpaIMOHHbIN DK3aMEH MIPOBOJIUTCSA B HITID,
IpEeACTaBIAIOMEM CcOo00M  IUIom@anaky, oOOOpYyIOBaHHYI0O M  OCHAIICHHYIO
B cooTBeTcTBUU ¢ KO/I.

3. HITAD wmoxer pacmonaratbcsi Ha TeppUTOpUnd 00pa3oBaTEIbHOMN
OpraHu3allvu, a pu CeTeBOM (GopMe peanuzanuu 00pa30BaTEIbHBIX MPOrpaMM —
TAaKkKe Ha TEPPUTOPUU WHOM OpraHU3aluy, OO0JaJaroniel HeoOXOIUMBIMU
pecypcamu aiist opranuzanuu LITD.

6. BbIyCKHUKM TPOXOJAT JAEMOHCTpAallMOHHBIM »sk3amedn B LD

B COCTABC 3K3aMCHAIIMOHHBIX I'PYIIII.

! Otnenbubie monokenust [Topsiika NpoBeNeHUs TOCYIAPCTBEHHON UTOTOBOW ATTECTAIMH 110 MPOrPaMMamM
CIIO, yrBepsxaeHHOro mmprukazoM MuHHCTEepCTBa npocBemenus Poccuiickoit deneparmm ot 08.11.2021 Ne 800.
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7. OO6pazoBarenbHasi OpraHu3alUs 3HAKOMUT C TUIAHOM MPOBEJCHUS
JEMOHCTPAIMOHHOTO HK3aMEHA BBIMYCKHUKOB, CHAIOIINX JAEMOHCTPAIlMOHHBIN
9K3aMEH, W JIUIl, 00ECIEUYMBAIOIIUX MPOBEJCHUE JIEMOHCTPALIMOHHOIO 3K3aMEHa,
B CPOK HE MO3/JHEE YeM 3a 5 pabouux JHEH J0 aThl MPOBEACHUS dK3aMeHa.

8. KommuecTBo, o00mas 1mjiom@aab M COCTOSHHE  ITOMCIICHHM,
MPEAOCTABISIEMBbIX JUIsl TPOBEJCHUS JAEMOHCTPAIIMOHHOTO JK3aMEHa, JOJIKHBI
oOecrieurBaTh MPOBEJACHUE JIEMOHCTPAIMOHHOTO 5JK3aMeHa B COOTBETCTBUU C
KO/.

9. He mno3gnee dem 3a oguH pabouyuii JE€HH 10 JaThl MPOBEICHUS
JIEMOHCTPAIMOHHOTO JK3aMEHa TJIaBHBIM DJKCIIEPTOM TIPOBOJUTCS TMPOBEpPKa
roroBHoct [II[1[ID B mpuCYTCTBUU YJICHOB SKCHEPTHOM TPYIIIbI, BHIMTYCKHUKOB,
a TaK)Ke TeXHUUYECKOro HKCIepTa, Ha3HauYaeMoro opraHu3aluei, Ha TeppPUTOPUH
KoTopoi pacnosioxkeH LIITJ[D, oTBEeTCTBEHHOro 3a COOJIIOJCHNE YCTAaHOBJICHHBIX
HOPM U TIPABWJI OXPaHbI TPyAa U TEXHUKU O0€30MaCHOCTH.

10. T'maBHBIM AKCIIEPTOM OCYIIIECTBIISIETCA OCMOTp LI,
pacnpeneneHue 00sI3aHHOCTEN MEXAy WIEHAMU SKCIEPTHOM TPYMMbl MO OLIEHKE
BBINIOJIHEHUSL 3alaHUM JEMOHCTPALMOHHOTO HSK3aMEHA, a TAKKE pPACIpe/IeIICHHE
pabouyux MECT MEXIy BBIMIYCKHHUKAMU C HCIOJIb30BAHUEM Crocoba ciydyaiHOM
BbIOOpKU.  PesynmbraThl  pacnpeneneHuss  00SI3aHHOCTEM  MEXAy  WICHAMH
AKCIIEPTHON TPYNIBI U pacTHpeqeeHus] padounx MECT MEXAY BbIMYCKHUKAMHU
(UKCUPYIOTCS TJIABHBIM SKCIIEPTOM B COOTBETCTBYIOIIUX MTPOTOKOJIAX.

11. DBpImyCKHHKHM 3HAKOMSTCS CO CBOMMH pa0OYMMHM MECTaMH, TOJ
PYKOBOJCTBOM TJIABHOTO 3KCIEpPTa TaKXK€ MOBTOPHO 3HAKOMSTCSA C ILJIAHOM
MPOBEAECHUS JIEMOHCTPALIMOHHOTO 3K3aMEHA, YCJIOBHUSMHM OKa3aHUS NEPBUYHOMU
MenuuuHckod momomu B LIIJID. dakt o03HAKOMIIEHHS OTpa)kaeTcs TIJIaBHBIM
HKCIIEPTOM B MPOTOKOJIC pacipeiesieHus: pabounx MecT.

12.  Homyck BemmyckHukoB B IIIIJID ocymecTBiaseTcs TJIaBHBIM
AKCHEPTOM Ha OCHOBAHUU JOKYMEHTOB, YI0CTOBEPSIOMINX TUYHOCTD.

13. OOpa3zoBatenbHas opraHuzaius oOsi3aHa HE IO3JIHEE YeM 3a OJIUH

pabouuii eHb 10 JHS TPOBEICHHUS JIEMOHCTPAIMOHHOTO JK3aMEHa YBEJIOMHTH
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IJIaBHOT'O J3KCIICPTa 00 y4aCTHU B IMPOBCACHHH ACMOHCTPAIIMOHHOI'O 3K3aMCHa

TBIOTOpPA (aCCUCTEHTA).

TpeﬁoBaHne K NPOJO/IZKUTECIBbHOCTH JEMOHCTPAIMOHHOI'0 IK3aMEHA

[Ipo10IKUTENBHOCTD JIEMOHCTPAIIMIOHHOTO 02:00:00
sk3ameHa (He GoJee)?
TpeGoBanus K cogepKaHuio’
Moayab 3aganus’
Ilepeyenn

(BUI ACSATENBHOCTH,
3701
npohecCuoHAITBHON
NeSITENIEHOCTH )

HepequL OICHUBAa€EMbIX
K (OK)

OlleHMBaeMbIX YMeEHMii
M HABBIKOB /
NMPAKTHYECKOr0 ONMbITA

1 2

3

4

1 Brimonnenue  pabot
M0 TPOSKTHPOBAHUIO

CETEeBOU
HHPPACTPYKTYPHI

[IK. BpINOJHATE NPOEKTUPOBAHUE
KaOenbHOU CTPYKTYpBI
KOMIIBIOTEPHOM CETH.

K. OcymecTBIsATh BBIOOD
TE€XHOJIOTUH, HWHCTPYMEHTAJIbHBIX
CPEICTB U CPEICTB
BBIYHCIIUTEIBHON pu
OpraHu3anuu mpouecca
pa3paboTku M HCCIEIOBAHUSA

00BEKTOB npodeccruoHanbHON

TEXHHUKHU

JCATCIIbHOCTH.

Hmems  npaxmuuecxuii
onvim:

IIpoextnpoBaTh
APXUTEKTYPY JTOKAUIbHOU
CETH B COOTBETCTBUHU C
IIOCTaBJICHHOHU 3aJaduecH.
HacrtpanBatb
KOMMYTAIHIO B
KOpPIIOPATUBHOM CETH.
HacrtpauBate agpecanuto
Oaze

VLSM,

B CETH Ha

TEXHOJIOTHI
NAT u PAT.
HacrtpauBarh mpoTOKOJIBI
IUHAMHYECKON
MapuipyTHU3aluu

Ymemn:

[IpoextupoBath
JIOKaJbHYIO CETh.
Hacrtpausatb CTEK
nporokosnioB TCP/IP u
MCIOJIb30BAThH
BCTPOEHHBIE  YTUIIUTHI
OIEPAalMOHHOW CHUCTEMBI
JUTSE JIMAarHOCTUKHU

2 B akaJeMHYECKUX 4acax.
3 B coorserctBun ¢ ®T'OC CIIO.

4 HanmeHoBaHME MOJLYJIS 3a/IaHUsI COBIIA/IAET C BUAOM MpodeccuonansHol aestensroctn (OIOC CTIO).
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paboTocrnocoOHOCTH
CeTH.

IIpuMeHATh  ANTOPUTMBI
IIOUCKA KpaT4auiero
IyTH.
Opranuzanus [IK. AnmMuHUCTpUpOBaTh | Mmemv  npaxmuyeckutl
CETEBOTO JIOKQJIbHBIE BBIUMCIIUTEIbHBIE CETH | ONbIMm:
aIMUHHUCTPUPOBAHUSA | U IPUHUMATH Mepbl no | HacrpauBats cepBep u

YCTPaHCHHUIO BO3MOYKHBIX COOCB.
[IK. AnmMuHUCTpUpOBaTh CETEBBIE

pecypcsl B MH(QOPMAaIMOHHBIX
CUCTEMAX.
[IK. B3anmoneiictBoBarth co

CTCMAACTAMH CMEXHOTO
npoduiIs Ipu pa3paboTKe METOIOB,
CpericTB u

IPUMCHCHUA

TEXHOJIOTUM
00BEKTOB
npohecCHOHATBHOM JIeATETLHOCTH.

pabouue CTaHUUM s
Oe3omacHoil  mepenauu
nH(pOopMaLUH.
Hacrtpausate ynaneHHbIN
JIOCTYII.

IIpoexTnpoBaTh
CTpaTeruio pa3peLieHus
MMEH.

OpraHu3oBbIBATh u
MPOBOAUTH MOHUTOPUHT
U TIOJIIEPAKKY CEPBEPOB.
[InanupoBath 51
BHEJIPATH ¢aitnoBbie
XpaHWINILA U CUCTEMBbI
XpaHEeHUs JaHHBIX.
Buenpste
HHPaCTPyKTypy
OTKPBITBIX KITIOUECH.
YcranaBnmuBate ~ Web-

cepsep.

Ymems:
AJIMUHHCTPUPOBATH
JIOKAJIbHBIE
BBIYHCJINUTENBHEIE CETH.
OTIEPAIIMOHHON CUCTEMBI.

YcranaBinuBaTh
MH(OPMALIMOHHYIO
cCUCTEMY.
PerucrpupoBatb
MOJIKJIIOUYEHUE K JOMEHY,
BECTH OTYETHYIO
JOKYMEHTALHIO.
ObecnieunBaTh  3aIIUTY
OpU  TMOAKIIOYEHHH K
UH(POPMALMOHHO-
TEJIEKOMMYHUKAITHOHHON
ceTu "NuTepuer”
CpeacTBaMu

OHepaHHOHHOﬁ CUCTCMEI.




3 | Okcmyaranus [IK. YcranaBnuBath, HacTpauBaTh, | Muemv  npaxmuyeckutl

00BEKTOB CETEBOH | 3KCIUIyaTUPOBAaTh U OOCIYKUBATb | ONblm:
UHPPACTPYKTYPHI TEXHUYECKUE U  IpOorpamMMHO- | BHeapsATs  TeXHOJIOIMH
anmapaTHble cpenctea | VPN.
KOMIIBIOTEPHBIX CETEH. ObecrieunBaTh  3aIIUTY

IIK. YcranaBnuBaTh, HacTpauBaTh, | CETEBBIX YCTPOMCTB.
IKCIUTyaTUPOBATh M OOCITYy)KHBATh
CETEeBBIC KOH(UTYpPALIUH. Ymemy:

OHI/ICI)IBaTB KOHICIIITNN
ceTeBOl 0€30I1aCHOCTH.

OnuceIBaTh
COBPEMECHHBIC
TEXHOJIOTUU u
APXUTEKTYPBI
0€30TIaCHOCTH.

TpeOoBaHNs K OLIECHUBAHUIO

MakcuMaJIbHO ~ BO3MOKHO€  KOJUYECTBO 100

OayoB

Moayab 3aqaHus
Ne (BUZ e TENBHOCTH, BU]T . 5
. Kpurepuii oueHuBanus Bbanabl
n/n npodeccuoHalbHOM
JESTETHHOCTH)

1 2 3 4
Boimonnenue  pabor mo | Beimonnenue MIPOEKTUPOBAHUS
MIPOEKTUPOBAHUIO CETEBOM | KaOEIbHON CTPYKTYphl KOMIIBIOTEPHOU
UHQPaACTPYKTYpPHI CETH.

OcymiecTBiieHne BbIOOpa TEXHOJOTHH,
1 MHCTPYMEHTAIBHBIX CPEJCTB U CPEACTB 16,00
BBIYHUCITUTENLHOM TEXHUKH npu
OpraHu3aluy mpolecca pa3paboTKu U
UCCIIEIOBAHUS 00BEKTOB
npodeccuoHanbHOM NesTeNIbHOCTH
Opranuzanus CETEeBOr0 | AIMUHUCTPUPOBAHHE JIOKAJIbHBIX
aJIMUHHUCTPUPOBAHUS BBIUUCITUTENBHBIX CETe U MPHUHITHE
MEp TO YCTPAaHEHHIO BO3MOXKHBIX
) cboes. 67.00
AJMUHUCTPUPOBAHHE CETEBBIX
pecypcoB B MH(OPMAIMOHHBIX
CUCTEeMaX.
B3aumoselictBue co cnernuanucTaMu

5 dopMyIMpOBKa KPUTEPHS OIIEHMBAHMUS COBIIA/IAET C HAMMEHOBAHMEM MPODECCHOHANBEHOM (OOIIEH) KOMIETEHIINH
Y HAYMHAETCSI ¢ OTIIAaroJIbHOTO CYIIECTBUTEIBHOTO.
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CMEXHOTO Tpoduis NpU pa3padoTke

METOJIOB, CpPEACTB M  TEXHOJOTHM

IPUMEHEHUS 00BEKTOB

npodeccHoHaTbHOM NeSTEILHOCTH.

DKCIuTyaTanus

00BEKTOB

ceTeBO MHMPACTPYKTYPHI

VYcraHoBKa, HAaCTpPOWKa, HKCILIyaTalys

u O6CJIy7KI/IBaHI/I€ TEXHHUYCCKHUX u

IPOrPaMMHO-AITAPATHBIX CPEICTB
3 KOMIIBIOTEPHBIX CETEH. 17,00
VYceraHoBKa, HAacCTpOWKa, HKCILIyaTalys
u 00CITy)KMBaHUE CETEBBIX
KOH(UTYypaLui.
Hroro 100,00
PexoMenayemasi cxemMa IMepeBoAa  Pe3yJbTaTOB  JeMOHCTPAIHOHHOTO
IK3aMeHAa U3 CTO0ANIbHOM IKAJbI B IATHOAIBLHYIO:
Ouenka
" «2» «3» «4» «5»
(mATHOAIIbHAS TIKAJIA)
1 2 3 4 5
Ounenka B 0aJj1ax 0,00 — 20,00 — 40,00 — 70,00 -
(cTo0a/LTbHAA IIKAJIA) 19,99 39,99 69,99 100,00

1.2. TlepedyeHb 000pyA0BAHMSA M OCHAILEHMSI, PACXOAHBIX MATEPHUAJIOB,
CpeCTB 00yUYeHUsl U BOCIIUTAHUS

IlepeyeHb HHCTPYMEHTOB UM 000OPY/10BAHUSA

Ne HaumeHOBaHME MHCTPYMEHTA MuHuMaIbHbIE

n/n WM 000py10BaHMS XapaKTepPUCTUKH

1 2 3
LITY:
- MUHUMAaibHas Oa3oBasi TakToBasg 4actoTa 2.0
[T
- KOJM4YecTBO (U3MUECKHUX sAlep HE MeHee 2;
- KOIMYEeCTBO TOTOKOB HEe  MeHee  6;

1 Ilepconanshblii  kommbroTep B | O3V:

cbope Ui HOyTOYyK - 00peM HE MeHee 8 I'6;

[13V:
- SSD/SSHD/HDD o6vemom He MeHee 256 1°0;
ceTeBoi ajanrep:
- texHonorus Ethernet cranmapra 100BASE-T
u/m 1000BASE-T;

) KoMIBIOTEpHAS MBI XapaKTepI/IchHv MO3UIMM — Ha YCMOTPEHHE
00pa3oBaTeNbHOIN OpraHu3aun
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KoBpuk Ui  KOMIIBIOTEPHOU

MBI

XapakTepUCTUKH TIO3UIIMA — Ha YCMOTpPEHHE
00pa3oBaTeIbHON OpraHu3aIuH

Knasuarypa

XapakTepUCTUKH TIO3UIIMA — Ha YCMOTpPEHHE
00pa3oBaTeIbHON OpraHu3aIuH

KomnerorepHslii MOHUTOD

KKl ¢ nuaronansto He MmeHee 19" (s HOyTOyKa
He menee 13")

Kommuiekt uwHTEpdelCcHBIX U

CUJIOBBIX Kabelei

XapakTepuCTUKU MO3UIUUM — HA YCMOTPEHHE
00pa30BaTENIbHON OpraHu3aluu

[Ipoexrop

XapakTepuCTUKU MO3UIUUM — HA YCMOTPEHHE
00pa3oBaTeNIbHOM OpraHu3alun

DKpaH JijIsl TPOeKTOopa

dopmar JKpaHa: 16:9
Munumansssie rabaputsl (111 x B): 2400 x 1350
MM

WurepdeiicHbiii  kabenp s

MOJIKJTFOYEHUS MPOEKTOpa

XapakTepUCTUKN TO3UIMA — Ha YCMOTPEHHE
00pa3oBaTeNIbHOM OpraHu3alun

Buneoxamepa (onHa wim Oosee,

IP mmn USB, Paspemenue He menee 1280x720
nkc, cxatue MP4, nonaepxkka motoka RTSP mo

10 npu HEOOXO0IUMOCTH . .
CCBIJIKE, MHAPOKOYTOJIbHBIA OOBEKTHB, OXBAT BCEH
TPAHCIISIUH)
TUIOIIA/IKH
[IporpammHoe  oOecrnieueHue  omneparoHHas
11 ITO oneparnmonHas cuctema cucteMa ¢ rpadUYECKUM TIOJB30BATEIbCKUM
uHTepdencom
[TporpamMmmHoe obecriedeHne Aas IOCTyMa K CeTH
12 ITO Be6-Opayzep porp e
Nurtepner
[IporpammHo-annapaTHas
mwiargopma MpeI0CTaBICHUS
13 Tun Ha yCMOTpEHHE OpraHu3aropa
pecypcoB BBIUHCJICHHUS,
XpaHEHUS U Mepeaayu JaHHbIX
Kommbrorep/HOyTOYK/TIpOouee €  BO3MOXKHOCTHIO
. nepeaadn nmotoka He meHee 1280x720 25 x/c ¢
YcTpolicTBO  Uis BeUIaHHS
BO3MOHOCThIO  ammapaTHoro cxatus H264
TPaHCISAIMU B UHTEpHET (MpHU
13 cKaTusg W TPAHCISLUUU B PEATbHOM BpPEMEHU
HEOOXOJUMOCTH TPAHCIIAIUU) C
HE0OXOMMOT0 KOJUYecTa KaMep, MPOrpaMMHOE
npenycranoBieHHbIM [10
obecrieueHue A 0OecCleYeHHs] TPAHCISIMHM Ha
HEOOXOUMYIO TIOMAAKY TPAHCISIUN
. Munumansasie radaputel (B x I x I'): 730 x
14 OducHblii cTon
1400 x 600 mm
Marepuan 0OUBKHU: TKaHb
15 K . MunumanbHble BHYTPEHHHE Ta0apUThl CUICHBS
OMITBIOTEPHBIN CTYI
P 4 B x I x I): 450 x 450 x 450 wmwm
MaxkcumanbHas crarndeckas Harpyska: 100 kr
. | XapakTepucTUKH TMO3MIMH — Ha YCMOTpPEHUE
16 OrserymuTenb yrieKucIOTHBIN .
00pa3oBaTeNbHON OpraHu3alun
XapakTepuCTUKU TMO3UIMU — HA YCMOTpPEHHE
17 Arnteuka P P 4 P

00pa3oBaTeNbHON OpraHu3alun
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18 [Monkmouenue K siekTpoceTd | HeoOXoaumMo MoAKIOYeHne He MeHee 3 PO3eTOK
220B 220B K Kaxa0My MeCTy
19 [Moaxmrouenue k cetu MaTepHEeT | becnpoBoaHoit mim npoBoaHo# noctym, 20 Mbps

IlepedyeHb pacXogHBIX MATEPHAJIOB

Ne ii/m HaumeHnoBanue pacxoaHbIX MuHuMalIbHBIE
MaTepHUaoB XapaKTEPUCTUKHU
1 2 3
1 bymara st neyatu popmara A4 | 1 nauka
2 Pyuxa 20 T

1.3. IlnaH 3acTPOMKH MJIOMIAJAKH IeMOHCTPALIMOHHOI0 IK3aMeHa

[nan 3acTpoikul IUIOMIAAKUA TPEACTABICH B MPUJIOKEHUH K HACTOSIIEMY
ToMy Ne 1 OIIGHOYHBIX MAaTEpUAJIOB JIEMOHCTPAIIMOHHOIO 3K3amMeHa 0a30BOT0

YPOBHS.

TpeOoBaHus K 3acTpoiiKe IIOIAAKH

No HaumeHoBaHue TexHuUYecKHe XapaKTePUCTUKH
n/n

1 2 3
1. OcgenieHue Yposens ocsemeHHOCTH: HE MeHee 300 JIk

Hopma Bo3ayxooOMeHa u3 pacyera Ha 1 denoBeka B yac: 20
M3/49 st aynuTopuil U y4eOHbIX KiaccoB: 80 m3/4 — mis
2. Bentunsanus CIIOPT3aJIOB.

Min. 1 max. t Bo3ayxa — 16°C u 22°C cOOTBETCTBEHHO.
[IpenensHo nonycTuMbii ypoBeHb myma — 110 agb.

OT,Z[CJ'IOLIHBIG MaTcepurajibl JOJIZKHBI OBLITh BBINOJHEHB U3
MaTCcpHraloB, O6J'Ia,Z[aIOH_[I/IX CTOMKOCTBIO K BO3MOXKHBIM

3. TToner N
BO3JICHCTBUSIM BIIarM, HHU3KUX W BBICOKUX TeMIepaTyp,
arpecCUBHOM cpesbl M IPYTUX HeOIaronpusTHhIX (PaKTOPOB
4. DJIEKTPUYECTBO 220 B, noaBoa K KaKJI0My paboyemMy MeCTy

1.4. TpeOGoBaHus K COCTaBY IKCIEPTHBIX IPyNI

KonnuecTBeHHbIM COCTaB DKCIEPTHOMU TCPYIIIbI ompenesercs
oOpa3oBaTeIbHOM OpraHu3alyeld, MCXOAs W3 YHCIa CHAIMUX OJHOBPEMEHHO
JEMOHCTPAllMOHHBIN 3K3aMEH BBITYCKHUKOB. OIUH »HKCHEpT JOJKEH HMETh
BO3MOXHOCTh OLICHUTH PE3YJIbTAThI BHIMOJHEHUS 3a1aHUS BBIITYCKHUKOB B ITOJHOU

MEPE COIJIACHO KPpUTCPUAM OLCHHBAHUA.
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KomnnuecTBo ritaBHBIX OKCIICPTOB HA ACMOHCTPAIMOHHOM 5K3aMCHC

MunumaiibHOE (PEKOMEHA0BAHHOE) KOJIMYECTBO IKCIIEPTOB
Ha | BBIIYCKHUKA

MunumanbHoe (PEKOMEHA0BAHHOE) KOJIMUECTBO 3KCIIEPTOB 3
Ha 5 BBIIIYCKHHUKOB

1.5. HHCTpYKIHUA 10 TeXHUKE 0€30MaCHOCTH

1. TexHu4eckuil KCIepT MOoJ MOAMUCHL 3HAKOMHT TJIABHOTO JKCIIEPTa,
YJICHOB JKCIIEPTHON TPYIIIbI, BHIMTYCKHUKOB C TPEOOBAaHUSAMH OXpaHbl Tpyda U
0€30MacHOCTH MPOU3BOJICTRA.

2. Bce yuacTHHMKM JE@MOHCTPAIIMOHHOTO SK3aMeHa JIOJKHBI COOJI0ATh
YCTAaHOBJICHHbIE TpeOOBaHUS IO OXpaHe TpyAa U  MPOU3BOJCTBEHHOU
0€30MaCHOCTH, BBIMOJHATH YKa3aHUS TEXHUYECKOr'O0 JKCIEpTa IO COOJIOJICHUIO
yKa3aHHBIX TPeOOBaHMIA.

HNucTpykumus:

[lepen HauanoM pabOTHl YYACTHUKU JOJKHBI BBIIOJIHUTH CIIEIYIOIICE:

I. Bce y4aCTHUKHM NOJKHBI O3HAKOMUTHCS C HMHCTPYKIHMEN MO TEXHUKE
0e30MacHOCTH, C IJJaHAMHU YBaKyallMd MPU BO3HUKHOBEHHUM TOKapa, MECTaMH
PaCIONIOKEHHSI CAHUTAPHO-OBITOBBIX MOMEMICHUM, MEIUIUHCKUMHU KaOWHETaMH,
IMUTHEEBOI BOJBI

2. IlogroroBuTh pabouee MeCTO:

- OCMOTpETh pabodee MECTO Ha TNpPeIMeT HaIW4Ydsi TOCTOPOHHUX
MPEAMETOB U BUIMMBIX HEUCTIPABHOCTEH;

- IPOBEPUTH MPABUIBHOCTh YCTAHOBKHU CTOJA, CTYJA, MOJCTABKHU MO
HOTHM, YroJl HAaKJIOHa OJKpaHa MOHHUTOpA, IIOJIOKEHUS KIaBUATYpbl B ILEJSIX
MCKITIOUEHHUS HEYAOOHBIX T03 U JUTUTEIBHBIX HanpshkeHui Tena. Ocobo oOpaTuTh
BHMMAaHUE HA TO, YTO JAMUCIUIEH JOJKEH HaXOAUTHCA Ha PacCTOSIHUU He meHee S50
cM oT ria3 (ontumanbHo 60-70 cMm);

- IPOBEPUTH MPABUIBHOCTD PACIION0KEHUSI 000PYI0BAHUS;

- Ka0enu SJEKTPONUTAHUS, YAJIUHUTENH, CETeBble (UIBTPHI JOJKHBI

HaXOJIUThCS C ThUIBHOM CTOPOHBI pab0Yero MecTa;
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- yOenutbca B TOM, uTto Ha ycTtporctBax IIK (cuctemHsblil 050K,
MOHUTOp, KJaBHaTypa) HE pPacCIHoOJIaraloTCsi COCYAbl C YKUJIKOCTSIMH, CHITyYHUMHU
Marepuanamu (4ai, koe, cok, Boaa u mp.);

- MIOATOTOBUTH HEOOXOAUMBIE NIl PaOOTHl MaTepHalbl, IPUCIIOCOONEHUs, U
Pa3lIoKUTh UX HA CBOU MECTa, yOpaTh ¢ pabouero cTojia BCE JIUIIHEE.

3. ByuuTh conepxaHue U MOpsA0K NPOBEICHUS MOyJIeH 3aJaHus, a TaKkKe
Oe30MacHple MPUEMBbI MX BBITIOJIHEHUS. [IpOBEpUTH MPUTOJHOCT, MHCTPYMEHTA U
000pyA0BaHUs BU3YaTbHBIM OCMOTPOM.

4. Y4acTHUKY 3ampeliaeTcsi MPUCTYINaTh K BBINOJIHEHUIO 3aJaHus TpU
OoOHapy»XEHWU HEUCTPABHOCTH MHCTPYMEHTa Wik obopyaoBaHus. O 3aMeUeHHBIX
HEJOCTAaTKaX MW HEUCHPABHOCTSIX HEMEIJIEHHO COOOIIUTh OKCHepTy U M0
YCTpaHEHUS HETOJIA0K K KOHKYPCHOMY 3aIaHUI0 HE TIPUCTYIIATh.

5. Ilpm BBIMONHEHWW 3aJlaHW YYaCTHUKY HEOOXOJMMO COOII0JaTh
TpeOoBaHUs 0€30MaCHOCTH MPHU UCIIOIH30BAHUN HHCTPYMEHTA U 000PYIOBAHUS:

- coJiepKaTh B MOPSIKE U YUCTOTE paboyee MECTO;

- CIeIUTh 3a TeM, YTOObl BEHTWISIIMOHHBIE OTBEPCTUS YCTPOMCTB
HUYEM HE ObLUIH 3aKPBITHI;

- BBIMIONHATh ~ TpeOOBaHMS ~ HMHCTPYKIMH IO  DKCIUTyaTalluH
000py10BaHMS;

- coOJI0/1aTh, YCTAHOBJICHHBIC PACIHCAHUEM, TPYIOBBIM PACHOPSIKOM
pEerJlaMeHTUPOBaHHBIC TEPEPBHIBBI B paboTe, BBIMIOJHITH PEKOMEH/IOBAHHBIE
dusnueckue yrnpaxHeHUs.

3ampeniaeTcs:  OTKIOYATh W TMOAKIIOYaTh MHTEpdelcHble Kabenu
nepuepuiftHBIX YCTPONCTB; KJIACTh HA YCTPOMCTBA CPEJICTB KOMIBIOTEPHOW U
OPIrTEXHUKH OyMmaru, manku ¥ Ipourhe MOCTOPOHHUE MPEIMEThI; MPUKACATHCA K
3aJlHeH TaHeNIu CHUCTEeMHOro OJyioka (mpolleccopa) Mpu BKIIOYEHHOM IMHUTAHWU,
OTKJIIOYATh DJIEKTPONMTAHUE BO BpPEMSI BBIMOJHEHHS MPOTrPaMMbl, MPOLECCa;
JOMyCKaTh MOMNAaJaHue BIIard, TPsi3d, CHIMyYHUX BEIECTB HA YCTPOMCTBA CPEJICTB
KOMIIBIOTEPHOW M OPITEXHUKH; MPOU3BOAUTH CAMOCTOSITEIbHO BCKPBITHE U

PEMOHT O00OpYAOBaHUS; MPOU3BOJUTH CAMOCTOSITEILHO BCKPBITHE W 3alpaBKy
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KapTpUIKE TNPUHTEPOB WM KOMHMPOB; pabOTaTh CO CHATBIMU KOXYyXaMu
YCTPOMCTB KOMIIBIOTEPHON U OPI'TEXHUKHU.

6. Ilpu BbINOJIHEHUH 3aJaHUN U yOOpKE paboyux MECT: HEOOXOIUMO OBIThH
BHUMATEJbHBIM, HE OTBJIEKAaTbCAd IOCTOPOHHUMHU pa3roBOpaMH M JejaMH, He
OTBJIEKATh JPYIMX YYaCTHUKOB; COOJIIOJATh HACTOALLYI0 HHCTPYKLUIO; COOJIIOIAaTh
MpaBWia DJKCIUTyaTallud OOOpYIOBAaHMS, MEXaHU3MOB W HMHCTPYMEHTOB, HE
NoJIBepraTh MX MEXaHUYECKUM yaapaM, He AOMYCKaTh MaJeHUM.

7. Ilpy HeUCHpaBHOCTU HMHCTPYMEHTa M OOOpyIOBaHUS — MPEKPaTUTh
BBIMOJTHEHUE 3a/laHusi U cooOuUTh 00 3TOM OKCIEpTy, a B €ro OTCYTCTBHE

3aMCCTHUTCIIIO I''IaBHOI'O 9KCH€pTa.

1.6. OOpa3sen 3agaHus

MogayJs 1: BbinoJiHeHre padoT M0 NPOEKTHPOBAHUIO CETEBOH HHPPACTPYKTYPHI

3ananue Moy 1:

Pucynok 1. Tononorus

1. BpInosHeHHe NPOEKTHPOBaHHUS KA0EJbHOH CTPYKTYPbI KOMIILIOTEPHOH CETH.

BupryajnbHble MAIIUHBI U KOMMYTALUSI

Heob6xomuMo BBITIONHUTE cO3[aHNe W 0a30BYI0 KOH(PHUTYpaIUI0 BUPTYaIbHBIX MaIIHH.

1.1. Ha ocHoBe mpenocraBienHsix BM wmm mabnoHoB BM co3paiite OTCyTCTBYROIINE
BUPTYaJbHbIE MAIIUHBI B COOTBETCTBUHU CO CXEMOM.

a. Xapakrepuctuku BM ycranoBure B coorBeTcTBUU ¢ Tabaunei 1;

b. Kommyramuro (ecnu TakoBasi HE BBHITIOJHEHA) BBIMIOJTHUTE B COOTBETCTBUH CO CXEMOM
CETH.

1.2. NlmeHa XoCcTOB B co3/aHHBIX BM NOMKHBI OBITH YCTAaHOBJIEHBI B COOTBETCTBUU CO
CXEMOM.
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1.3. Anpecanus 10KHA OBITH BBITIOJNIHEHA B COOTBETCTBUU ¢ Tabmureii 1;
1.4. O0ecneupTe BM [I0MOJHUTEIBHBIMM JUCKAMHU, €CIH TaKOBOE HEOOXOAUMO B
coorBercTBuH ¢ Tadaunei 1.

Tabmuna 1. Xapakrepuctiuku BM

Igl\lf/[ﬂ oC (0X)% Kg;é;o IP-anpeca JIOTIONTHATEBHO
4.4.4.100/24
RTR-L Debian11 | 2106 2 192.1682.42100.254/
Cisco CSR 4
5.5.5.100/24
RTR.R Debian11 | 2106 2 172.16. 120.254/2
Cisco CSR 4
. JlomomHUTENbHBIE
SRV Sglr;cri(;\glsg AT6 4 192.1 682.300.200/ JE—
Vv 2mrmno 210
WEB-L | Debian 11 216 2 192'168'224?0'100/
WEB-R | Debian 11 216 2 172.16. 120'100/2
4.4.4.1/24
ISP Debian 11 216 2 5.5.5.124
3.3.3.1/24
CLI Windows 10 4 4 3.3.3.10/24

2. OcyuecTBiieHHe BbIOOPA TEXHOJOTHH, HHCTPYMEHTAJBLHBIX CPeIACTB M CPEACTB
BbIYUC/IUTE]bHOI TeXHHMKHM NpPU OPraHu3alMM mpolecca pa3padoTKH U HCC/Ie0BAHUSA
00beKTOB NPodecCHOHANBHOM eI TeJIbHOCTH

CeTteBasi CBA3aHHOCTDb

2.1. HacrtpoiiTe cTaTuyecKui mMapmpyT no ymonadaHuto Ha mapuipyruzatopax RTR-L u
RTR-R.

2.2. Hacrpoiite nuHamuueckyro Tpancisiiuio noptos (PAT):

- Ha mapmpyruszarope RTR-L nactpoiite aunamuyeckyro Tpancisiuio noptos (PAT) nis
cetu 192.168.200.0/24 B coOoTBETCTBYIOIIKE aJpeca UCXOAsIIero nuTepderica

- Ha mapmipytuzarope RTR-R nHactpoiite nuHamuueckyro Tpancisaiuio noptos (PAT) ans
cetu 172.16.100.0/24 B cOOTBETCTBYIOILIUE aJipeca UCXOAIIEro uHTepdeiica.

Kondurypauus BUPTyaJbHbIX YaCTHBIX CeTel

2.3. Mexny mnarpopmamMu RTR-L u RTR-R fomkeH OBITh yCTaHOBIIEH TYHHEIb,
MTO3BOJIAIOIIMNA OCYIIECTBIATh CBSA3b MEXAY PETHMOHAMU C IPUMEHEHUEM BHYTPEHHUX aJIpPECOB CO
CJIEYIOLIMMH ITapaMeTpaMH:

a) MHcnonb3syiite B kauectBe VTI unrepdetic Tunnell

b) Mexnay mnnarpopmMamMu J0DKEH OBITh YCTAHOBJIEH TYHHEJb, IO3BOJISIOMINN

OCYIICCTBJIATH CBA3b MCKAY PCrMOHAMU C IPUMCHCHHUEM BHYTPCHHHUX aApCCOB

Hacrpoiika MapmpyTu3anuu
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2.4. Hactpoiite nunamuueckyro Mapuipyrusanuio mexay miargopmamu RTR-L u RTR-
R.
2.5. Tpaduk, uaymmii Mo TYHHETIO MEXIy pPEerHOHaMHM II0 BHYTPEHHHUM ajpecam, He

AOJIKCH TPAHCIIMPOBATHCA.

Mopyas 2: Opranusanusi ceTeBoro aIMUHUCTPHPOBAHUS

Taobmauua 2. DNS-3amnucu 30H

3ona Tun 3anmcu Korou 3HaueHne
demo.wsr A ISP 3.3.3.1
A WWW 4.4.4.100
A WWW 5.5.5.100
CNAME internet ISP
int.demo.wsr A web-1 192.168.200.100
A WEB-R 172.16.100.100
A SRV 192.168.200.200
A rtr-1 192.168.200.254
A rtr-r 172.16.100.254
CNAME webapp web-1
CNAME webapp WEB-R
CNAME ntp SRV
CNAME dns SRV

1. AaMUHHMCTPHpOBaHHeE JOKAJIbHBIX BHIYHCIUTEIbHBIX ceTell U MPUHATHE Mep MO0
YCTPAHEHHMIO BO3MOKHBIX c00eB

CeTteBasi CBA3HOCTb.

B pamkax nanHoro monyss TpeOyercss 00eceunTh CETEBYIO CBSIZHOCTh MEXK]y perHOHaMU
paboTHI MPUIIOKEHUS, a TaKXKe o0ecreuuTh Bbixo s BM B umutupyemyro cethb “UuTepHeT”.

1.1. Cetn, nogkmrodeHasle K ISP, canuTaroTcs BHEITHUMHU

- 3ampelieHo npsMoe nomajanue Tpaduka U3 BHYTPEHHUX CeTell BO BHEIIHUE U HA000POT;

1.2. OGecnieubTe HacTpoiKy ciryx0 SSH pernona Left:

a. [loxakmroueHus co CTOPOHBI BHEITHUX CETEH MO MPOTOKOIIY K IUIaT(opme yrnpaBiieHUs
tpadukom RTR-L Ha nopt 2244 nosokHbI OBITH IEpeHanpaBieHsl HA BM Web-L;

b. IloaxiroueHusi CO CTOPOHBI BHEIIHUX CETEH MO MPOTOKOIIY K IiaT(opme yrnpaBiieHUs
tpadukom RTR-L Ha nopt 2222 noypkHbI ObITh IEpeHanpasieHsl Ha BM WEB-R.

2. AAMMHHCTPHUPOBAaHHE CeTEBBIX PeCypcoB B HH(POPMAIHOHHBIX CHCTEMax

HNudpacTrpykTypHbIe CIIyKOBI.

B pamkax maHHOro MoAayash HEOOXOJMMO HACTPOHMTh OCHOBHBIE HMH(pacTpyKTypHbBIE
CIIy’kObl M HAcCTPOUTh IpejcTaBieHHble BM Ha mpuMeHeHue 3THX CIyKO Ui BCEX OCHOBHBIX
(b yHKIIHIA.

2.1. BemmonHuTe HacTpoiiky nepsoro ypoBHs: DNS-cucremsl cTena:

a. Hcnonesyercss BM ISP;

b. OOGcnyxuBaercs 30Ha demo.wstr.

- Hamosnenue 30HBI IOMKHO OBITH pealM30BaHO B COOTBETCTBMM C Tabmuuei 2;

c. Cepsep nenerupyer 30Hy int.demo.wsr Ha SRV;
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- Ilockospky SRV HaxomuTcs BO BHYTPEHHEM CETHM 3alaJHOrO0 peruoHa,
JIeJIErMpOBaHUE IIPOMCXOAUT HA BHEIIHUH a/Ipec MapUIpyTU3aTopa IaHHOTO pErHoHa.

- Mapumpyruzatop pervoHa A0JDKEH TPaHCIMPOBATH COOTBETCTBYOLIKE MOPThI DNS-
cIIy’kObI B IOpTHI cepepa SRV.

d. Buemmnnii kimment CLI nommken ucnonb3oBath DNS-cinyx0y, passepayryto Ha ISP, mo
YMOJTYaHUIO;

2.2. Brinonnure HacTpolKy BTOoporo ypoBHsi DNS-cucTemsl cTeHa;

a. Ucnonb3yercs BM SRV;

b. O6cmyxuBaetcst 30Ha int.demo.wsr;

- Hamonnenue 30HBI JOHKHO OBITH peaTU30BaHO B COOTBETCTBUU C Tadmuieit 2;

c. OO6cmyxuBarTcs oOpaTHbIE 30HbI ISl BHYTPEHHUX aJ]peCOB PETHOHOB
Nmena st pasperenuss oOpaTHBIX 3amucei cienyer Oparh w3 TaOmuiml 2;
d. CepBep npuHUMaeT PEKypCUBHBIE 3alPOCHI, UCXOSIINE OT aapPEecOB BHYTPEHHHUX

PETHOHOB;
- OOcnyxuBaHu€ KIMEHTOB(BHEIIHUX W BHYTPEHHHUX), OOpalIalolMXcsi K K 30HE
int.demo.wsr, TOJKHO TPOU3BOJUTCS 0€3 KaKUX JIMOO OrpaHUYEeHUH 0 aJJpecy UCTOUYHHUKA,
e. BHyrpeHHue XocCThl pernoHoB (paBHO Kak M TUIATGOPMBI YHpaBieHUS TpaduKoM)
JOJDKHBI MCTIONIE30BaTh JaHHYI0 DNS-Cityx0y /utsl pa3pelieHust BCeX 3ampoCcOB UMEH;

2.3. BhInosiHUTE HACTPOMKY IEPBOTO YPOBHS CUCTEMBI CHHXPOHHU3AIIMU BPEMEHHU:

a. Ucnoub3zyercsa cepsep ISP.

b. CepBep cuutaetr cOOCTBEHHBIN UCTOYHUK BPEMEHHU BEPHBIM, stratum=3;

c. Cepsep gomyckaeT MOAKIIOYEHHUE TOJIBKO Yepe3 BHEIIHUM aJpec COOTBETCTBYIOLIEH
maThOPMBI YIIpaBIICHUs TpaPUKOM;

- TlompazymeBaetcst obpamenue SRV a1 CHHXpOHU3aIMK BPEMEHH;

d. Kmuent CLI nomkeH ucnoas30Bath ciyx0y BpeMmenu ISP,

€. BrmomauTe KOHGUTYpaIuio cayKObl BTOPOTO YpOBHS BpeMeHU Ha SRV,

a. CepBep CUHXpOHHU3UPYET BpeMs ¢ xocToMm ISP;

- CUHXpOHHM3AIMS C IPYTUMH HCTOYHUKAM 3alpelieHa;

b. CepBep noimkeH AonmyckaTh oOpallleHrs BHYTPEHHUX XOCTOB PETHMOHOB, B TOM YHCIE U

w1atopmM yrpaBieHus: Tpahukom, 1 CHHXPOHU3AIMH BPEMEHH;
c. Bce BHyTpeHHUE XOCTBI(B TOM 4HCIiE U MIIATGHOPMBI YIIPaBIECHUS TPAPUKOM) JIOJIKHBI
CHHXPOHU3UPOBATh cBOE BpeMs ¢ SRV;

2.5. Peanugyiite ¢aitnossiit SMB-cepep Ha 6a3e SRV
a. CepBep 0JKEH MPENOCTaBIATh JOCTYM g oOMeHa (aitnamu cepsepam WEB-L u

WEB-R;

b. Cepsep, B 3aBucuMocT oT OC, UCHONB3YyeT CIEAYIOUINE KAaTaJOTH IS XpaHEHUS
(haiinos:

— /mnt/storage nns cucreMa Ha 6a3e Linux;

—  Jluck R:\ mng cuctem Ha 6aze Windows;
c. XpaneHue (GaisIoOB OCYIIECTBISICTCS Ha JUCKE (CMOHTHPOBAHHOM MO YKa3aHHBIM

BBIILIE aJIpecaM), pealn30BaHHOM 1o TexHoioruu RAID tuna “3epkano”;

2.6. Cepeepa WEB-L 1 WEB-R 110/0KHBI HCTI0JIB30BaTh Clyk0y, HacTpoeHHyt0 Ha SRV,
i oOMeHa (palimamMu MexIy coOOoii:

a. Ciyxo6a (aitioBoro ooOMeHa J0JKHA MO3BOJISTH MOHTUPOBAHHE B BUE CTAHIAPTHOTO
KaTajora Linux;

- Paznmensiempblii karanor AOKEH OBITh CMOHTHUPOBAaH IO ajapecy /opt/share;
b. Karamor momkeH mMO3BONATH YHalsiTh W co37aBaTh (aldapl B HEM JUIsI BCEX
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MOJIL30BATEIICH;

2.7. BeinoiHUTE HACTPOUKY IIEHTpa cepTuduKanuu Ha 6aze SRV:
b. B caywae npumeHeHus pemieHHs Ha 0Oaze Linux wucmonb3yercs  IEHTP

ceprudukanuu tuna OpenSSL u pacnonaraercst o aapecy /var/ca;
c. BrigaBaemblie cepTudUMKATH JOJDKHBI UMETHh CPOK XU3HM He MeHee 300 mHeid;
d. TIlapameTpbl BbITaBa€MBIX CEPTH(PUKATOB:
- Crpana RU;
- Opranuzamus DEMO.WSR;
- IIpoune nous (3a uckitoueHueM CN) 10JKHBI ObITh ITYCThI;

3. B3aumopneiicTBHe €O CHENHAJIMCTAMHM CMEKHOro mnpoduisi nmpu pa3padorke
METO/I0B, CPEJACTB M TEXHOJIOIHii IPUMeHEeHHUsI 00beKTOB NPOdeCcCHOHATBbHOI eATeIbHOCTH

HNudpacrpykrypa Bed-npujioKeHus.

JlaHHbI# OJIOK MOApa3yMeBaeT YCTAHOBKY U HACTPOMKY JOCTynma K BeO- MPUIIOKEHUIO,
BBITIOJIHEHHOMY B popMmaTe koHTeliHepa Docker.

3.1. O6paz Docker (comepkamuii BeO-mpuiIOXKeHHE) pacnoioxkeH Ha [SO-ob6pase
JIOTIOTHUTEIbHBIX MaTepUAIOB;

a. BpmonnuTe ycranosky npuiioxenust AppDocker0;

3.2. Ilakets! mst ycranoBku Docker pacnionosxens! Ha gononaHutenbHoM [SO-o0pase;
3.3. UnCcTpyKkuus mo paboTe C MPHJIOKEHHUEM pacIoioKeHa Ha JomnojHuTeasHoM ISO-

obpase;

3.4. Heo0OxonmMo peann3oBaTh CICIYIONIYI0 HHPPACTPYKTYpy MPUTIOKEHUSI.

a. Kmmentom mpunoxenus sisnsercs CLI (6paysep Edge);

b. Xoctunr npunoxenus ocymiectisiercs Ha BM WEB-L 1 WEB-R,;

c. Mocryn k mpunoxenuto ocymiectisieTcst mo DNS-umern www.demo.wsr;

- ms nomkHO paspemiatbes Bo “BHemHue aapeca BM ympasieHus TpadukoM B 000uX

peruoHax;

- [Tpu HEOOXOIUMOCTH, AJI TOCTYIA K K IPHIIOKEHHUIO JTIOMYCKAETCsl Peain30BaTh PEBEPC-
MPOKCH WJIM TPAHCIISIIUIO IOPTOB;

d. Joctyn K mpUIOXKEHUIO JODKEH OBITh 3alUINEH ¢ MpUMEHEHUEM TexHooruu TLS;

- HeoOxomumo obGecrieuuTh KOPPEKTHOE JIOBEpHE CepTH(HKATy caiTta, 0e3 MpUMEHEHHS
“HCKIIOYEHHNH” 1 MOJOOHBIX MEXaHU3MOB;

e. HesammumenHoe coeauHEeHHWE [OJDKHO TIEPEBOJUTCS Ha 3allUIICHHBIA KaHaj
ABTOMAaTHYECKU,

3.5. Heo6xomumo o0ecneunTs 0TKa30yCTONYUBOCTD IPHUIIOKEHHUS,
a. Cailr JoKeH mpoJoJDKaTh oOciHyXuBaHUE (C 3aJepKKoill He Oonee 25 cekyHI) B

CICAYIOIIUX CLHCHAPUAX:

- Otka3 ogHoit 13 BM Web
- Otka3 ogHo#t 13 BM ynpasienus Tpapukom.

Mopyas 3: Jkcninyaranus 00beKTOB CceTeBOH HH(PPACTPYKTYpbI
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http://www.int.demo/

3aganue moayas 3:

1. yCTaHOBKa, HaCTPOﬁKa, IRCILIyatTanusd M OGCJ'Iy)KI/IBaHHe TEXHUYCCKHUX H
NMPpOrpaMMHO-ANMMAPATHBIX CPEACTB KOMIIbIOTEPHBIX cerei

Kongurypauus BUPTYaJdbHBIX YaCTHBIX ceTel
1.1. 3amuTa TyHHENS NOJDKHA obecnieuuBaThes ¢ momomsio IPsec mexay mnardopmamu
RTR-L u RTR-R.

a) MHcnonb3yiiTe ayTeHTU(UKALMIO IO O0IIEMY KITIOUY.
b) Ilapametpsr IPsec npou3BoJibHEIE.

2. VYcraHoBKa, HACTpPOiika, JKCIUIyaTauussi W  00CIAy:KHBaHHE  CeTeBbIX
KOH(pUrypaumi.

Hacrpoiika cnnucKoB KOHTPOJISA 10CTYIA

2.1. IInardpopma ympaienus Tpadpukom RTR-R BBINOIHSET KOHTPOJL BXOJSIIETO
TpaguKa COrjacHo CIEAYIOUUM MpaBUIIaM:

a. Pazpemarorcs noaxmrouenus k nopram HTTP u HTTPS i Bcex knneHTOB;

b. Paszpemarorcs noakmouenust k nopram HTTP u HTTPS muig Bcex KIMEeHTOB;

- IlopTsl HEO6X0AUMO AJIst PaOOTHI HACTPAUBAEMBIX CIYXKO

c. Pazpemraercs paboTa BEIOpaHHOTO TTPOTOKOJIA OPTAaHU3AIMHN 3AIIUIIIEHHOH CBSI3H;

- Paspemenue mopToB MOJDKHO OBITH BBITIOJIHEHO 110 NPHUHIMIY “HEOOXOIUMO U
OCTaTO4YHO

d. Paszpemaercs padota npotokosioB ICMP;

e. Pazpemaercs padota nportokosia SSH;

f.  IIpoumne nmoAKIIOUEHUs 3aMPEIICHBI;

g. Jna oOpamenuii B T1uiargopMaM €O CTOPOHBI XOCTOB, HAXOJSIIMXCS BHYTPHU
PErMOHOB, OTPAaHUYEHUN OBITh HE JIOJIKHO;

2.2. Tlnardpopma ympaBinenus TpadukoM RTR-L BBITIONTHSIET KOHTPOJb BXOISIIETO
TpaduKa COrjJacHo CIEAYIOUUM MTPaBUIIaM:

a. Paspemarorcs noaxiatouenus k nopram DNS, HTTP u HTTPS nns Bcex KIMEHTOB;

-ITopTsl HEOOX0 MO 111 pabOTHI HACTPAUBAEMBIX CITYKO

b. Pa3pemaercs pabota BEIOpaHHOTO MPOTOKOJIA OPraHU3aLMU 3alUIIEHHOMN CBSI3H;

- Pazpemienue mnopTOB JOHKHO OBITH BBIINOJHEHO [0 MPUHIUIY “HEOOXOAUMO U
TOCTATOYHO

c. Paspemaercs pabota nporokosnoB ICMP;

d. Paspemaercs pabota nmporokona SSH;

e. [lpoune noakmroueHuUs 3aNpEILCHBI;

f.  Jlna oOpamenuii k 1uiargopmMaM CO CTOPOHBI XOCTOB, HaxXOJSIIMXCS BHYTPHU
PETMOHOB, OTPAaHUYEHUN OBITh HE TOJIKHO.
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[IpunoxxeHne K OLEHOYHBIM

martepuanaM (Tom 1)

IIpuMepHBIHA IUIAH 3aCTPONKHU IJIOLAAKH
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